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COOP Activation, Mission Essential Assignment, and 
Leadership Devolution  
The Auraria Higher Education Center’s (AHEC) mission is to provide an effective, efficient, 
and supportive environment that facilitates the missions of the Community College of Denver, 
Metropolitan State University of Denver, and University of Colorado Denver. To accomplish 
this mission, AHEC must ensure its operations are performed efficiently with minimal 
disruption, especially during and after an emergency. This document provides planning and 
program guidance for implementing the AHEC Continuity Plan to ensure the organization is 
capable of conducting its essential missions and functions under all threats and conditions. 

Key AHEC personnel who are reassigned under this plan are collectively known as mission 
critical personnel (MCP) by assignment and/or job description. Upon plan activation, MCPs 
will deploy in accordance to this plan and, at the direction of AHEC leadership, to establish an 
operational capability and perform essential functions within 12 hours from the time of the 
activation of the Continuity Plan, for up to a 30-day period or until normal operations can be 
resumed. 

With oversight and direction from the AHEC Continuity of Operations Plan (COOP), the AHEC 
CEO delegates authority to the below-listed individuals in the event that he or she is 
unavailable. The chain of succession under a COOP activation is as follows:  

1. AHEC Chief Operations Officer 

2. AHEC Chief Business Officer 

3. AHEC Chief of Safety & Communications 

 

 

 

 

__________________ 

Date 

 

____________________________________ 

Barbara Weiske  
Chief Executive Officer, AHEC 
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I. Basic COOP 
Purpose, Scope, Situation, and Planning Assumptions 

Purpose 
While the severity and consequences of an emergency cannot be predicted, effective 
contingency planning can minimize the impact on Campus missions, personnel, and facilities. 

The overall purpose of continuity planning is to ensure the continuity of the essential functions 
under all conditions. The current changing threat environment and recent emergencies, 
including acts of nature, accidents, cyber threats, and intentional (i.e. active threat) attack-
related incidents, have increased the need for viable continuity capabilities and plans that 
enable organizations to continue their essential functions in an all-hazards environment and 
across a spectrum of emergencies. These conditions, coupled with the potential for terrorists’ 
use of weapons of mass destruction, have increased the importance of having continuity 
programs that ensure continuity of essential functions across all levels of government.  

Scope 
This Continuity Plan applies to the functions, operations, and resources necessary to ensure 
the continuation of AHEC’s essential functions in the event its normal operations at the 
Auraria Campus are disrupted or threatened with disruption. This plan applies to all AHEC 
personnel (classified, non-classified, student, and contract). AHEC staff should be familiar with 
continuity policies and procedures in their department, to include their respective continuity 
roles and responsibilities. 

This document ensures AHEC is capable of conducting its essential missions and functions 
under all threats and conditions, with or without warning. 

 

READINESS
Reduce or mitigate risks that would disrupt campus 

operations

ACTIVATION
Protect essential facilities, equipment, records, and 

other assets

CONTINUITY OPERATIONS
Ensure the continuous performance of the campus' 

essential functions/operations during a crisis

RECONSTITUTION
Achive a timely and orderly recovery from an 
emergency and resume full service to campus 

operations
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Situation 
In accordance with Colorado Revised Statutes § 24-33.5-1609 Continuity of State 
Government Operations: 

Authority- The Colorado Department of Public Safety (DPS) shall adopt rules and 
regulations for the continuity of state government operations to provide guidance to 
state departments and agencies in developing viable and executable contingency 
plans for continuity of operations. In adopting such rules and regulations DPS shall use 
as general guidelines the planning tools published by the Federal Emergency 
Management Agency (FEMA), and in the rules promulgated thereunder, as amended 
from time to time. 

COG 2: Applicability and Scope- (A) The provisions of the COOP planning guidance 
adopted pursuant to these rules and regulations are applicable to all state departments 
and agencies. 

Further, continuity planning should be based on the assumption that organizations will not 
receive warning of an impending emergency. As a result, a risk assessment is essential to 
continuity planning. The current Threat Hazard Identification and Risk Assessment (THIRA) 
that address the results of the Auraria Campus risk assessment can be referenced on the 
AHEC Emergency Preparedness webpage1. 

Planning Assumptions 
This Continuity Plan is based on the following assumptions: 

• An emergency condition on campus may require activating key AHEC personnel who 
are reassigned under this plan, collectively known as MCPs2 by assignment and/or job 
description. Upon plan activation, MCPs will deploy in accordance to this plan and, at 
the direction of AHEC leadership. 

• An emergency condition on campus may also require the relocation of critical AHEC 
departments/resources (i.e. ACPD Communications Center; Auraria Campus 
Emergency Operations Center; Auraria Early Learning Center). Designated MCPs may 
be assigned to relocation duties. 

• AHEC Executive Office (EO) will direct and support MCPs during AHEC Continuity 
Operations and the continuation of the Auraria Campus essential functions by 
available communications and information systems within 12 hours from the time the 
Continuity Plan is activated, for potentially up to a 30-day period or until normal 
operations can be resumed 

• If AHEC’s “campus” operations are unaffected and available to support stakeholder 
continuity actions, if requested, MCPs may be assigned outside the agency if directed 
by AHEC leadership. However, in the event that MCPs deployment is not feasible due 
to campus department staffing shortages or other hardships, AHEC retains the right to 
deny (or rescind) deployment of MCPs to other agencies.  

                                                

1 www.ahec.edu/emergency  

2 See Section VIII Continuity Operations Personnel Status for more information on Mission Critical Personnel and 
Mission Support Personnel  

http://www.ahec.edu/emergency
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COOP Objectives 
Continuity planning is an effort to document the existence of, and ensure the capability to 
continue, organization essential functions during a wide range of potential emergencies.  

AHEC’s continuity objectives are: 

1. Reducing the threat to life and minimizing property damage and loss  

2. Ensuring the organization can perform its essential functions under all conditions  

3. Executing a successful order of succession, with accompanying authorities, in the 
event a disruption renders AHEC’s leadership unable or unavailable to perform their 
authorities and responsibilities of office  

4. Reducing or mitigating disruptions to operations  

5. Ensuring there are facilities from where AHEC’s departments can perform essential 
functions  

6. Protecting personnel, facilities, equipment, records, and other assets critical to the 
performance of essential functions in the event of a disruption  

7. Achieving the campus’ timely and orderly recovery and reconstitution from an 
emergency.  

Security and Privacy Statement 
The AHEC Continuity of Operations (COOP)—Core Plan is Unclassified and will be made 
available to the public on the AHEC EP webpage3. 

AHEC “Department Specific” Continuity Procedures may be branded with the classification of 
“For Official Use Only” (FOUO) by AHEC EP and the AHEC EO. Some of the information in 
those procedures, if made public, could endanger the lives and privacy of employees. In 
addition, the disclosure of information in those procedures could compromise the security of 
essential equipment, services, and systems of AHEC or otherwise impair its ability to carry out 
essential functions. Distribution of the AHEC “Department Specific” Continuity Procedures in 
whole or part is limited to those personnel who need to know the information in order to 
successfully execute critical continuity procedures in support of the AHEC Campus Mission 
Essential Functions. 

The FOUO category identifies information that is exempt from mandatory release under the 
provision of the Freedom of Information Act (FOIA) or the Colorado Open Records Act 
(CORA). FOUO is not a security classification; it is a protective marking/caveat. It is not 
classified according to executive order, but is exempt from disclosure to the public under 
exemptions two through nine of the FOIA. 

 

                                                

3 www.ahec.edu/emergency 

http://www.ahec.edu/emergency


 

Continuity of Operations Plan | October 2018  Auraria Higher Education Center (AHEC) 

AHEC Mission Essential Functions 11  Unclassified 

II. AHEC Overarching Mission Essential Functions 
A. Identification of Essential Functions  

Mission Essential Functions (MEF) are a limited set of their organizational functions 
that must be continued throughout, or resumed rapidly after, a disruption of normal 
activities. MEFs are those functions that enable an organization to provide vital 
services, exercise civil authority, maintain the safety of the public, and sustain the 
purpose of the organization. AHEC has completed the MEF process to identify those 
functions that AHEC, the organization as a whole, must continue. 

AHEC’s MEFs, as validated and approved by the EO, are listed below in priority order.  

1. Provide protection from, and response to, emergency situations occurring 
on the Auraria Campus.  

2. Keep educational facilities open and operating during regular business 
hours for all Auraria Campus Institutions.  

3. Maintain open and safe access to parking areas, pedestrian walkways, and 
steps/ramps to building entrance/egress points on campus.  

B. Mission Essential Function Data Tables 
1. Campus Public Safety and Security 

Department/Agency 
AHEC-wide 

Mission Essential Functions (MEF): 
Provide protection from, and response to, emergency situations occurring on the Auraria Campus 

MEF Description Narrative: 

AHEC, as an organization, must maintain a campus environment that ensures the safety, security, 
and general physical well-being of students, faculty, staff, and visitors. The basic assurance AHEC 
must reasonably provide to its campus community in the form of public safety is: 

• Preventing crime and violence against persons and property 
• Protect and preserve the constitutional rights of the campus community 
• Maintain peace to foster a safe and protected learning and working environment 
• Enforcing campus policies and local and state laws to support safety and well-being of the 

campus community 
 
Impacts If Not Conducted: 

If the campus is not protected from crime and violence, and peace, tranquility, and a safe learning 
and working environment is not maintained in the community, then students, faculty, and staff will 
cease to attend, and the core purpose of the campus, as a formal place of higher education, is 
rendered null.  

In order to satisfy the core purpose of the Auraria Campus, the MEFs in the Description Narrative 
above must be achieved.  
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1. Campus Public Safety and Security 
 

Recovery Time Objective (RTO) 

Recovery Time Objectives for restoring the function of Public Safety protection and response on the 
Auraria Campus are going to be subjective, depending on the hazard and how it affected the Public 
Safety protection and response resources on campus, and what the immediate or projected threat to 
the campus currently is. 

There should however be pre-determined guidance on recovery options at certain timeframes during 
a hazardous event that affects the essential functions of Auraria’s Public Safety protection and 
response resources. Sample guidance may include: 

• If the Auraria Campus Police Department (ACPD) headquarters is projected to be unusable for 
more than two (2) business days, ACPD will activate its department continuity procedures, and 
take necessary steps to immediately relocate to the designated alternate facility (primary or 
secondary alternate facility depending on the scope of the threat/hazard) from the home 
operating facility using pre-determined procedures and mode(s) of conveyance (vehicle, golf 
cart, hand cart, etc.), and restore the department’s essential functions in its alternate location. 

• If ACPD operational staffing is critically compromised by a no- or limited-notice hazard or event, 
ACPD leadership and AHEC EO should explore immediate options for supplementing/replacing 
essential operational personnel to minimum staffing within 48 hours of said hazard or event. 
These options may include: 

o Activating mutual-aid agreements with other jurisdictional (or university) law enforcement 
agencies; 

o Implementing emergency contracts with private or non-profit security organizations; 
o Working with human resources to expedite the hiring process of qualified law 

enforcement candidates who are already credentialed in the State of Colorado. 

• If ACPD radio communications system is projected to be inoperable for more than two (2) hours, 
ACPD operational procedures for loss of radio communications will be activated immediately, 
and ACPD, AHEC IT/Telecom, and AHEC EO should explore immediate options for restoring 
basic ACPD radio communications. These options may include: 

o Acquiring and utilizing radios from AHEC Parking/Facilities Services 
o Requesting support assistance and equipment from the State DTRS  
o Emergency purchasing of new communications equipment 

 
Partners/Interdependencies: 
AHEC Organization 

• Executive Office 
• Integrated Marketing and Communications 
• Auraria Campus Police Department 
• Office of Emergency Preparedness  

 
Auraria Campus Partners 
• CU Denver 

o CU Anschutz Police Department (Surge/Supplement Support) 
o CU Denver Emergency Management 
o Campus Village (Potential temporary housing for surge/supplement support 

police/security staff brought in from outside the region)  
o Emergency Policy Support for situational alterations in normal institutional operations 
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1. Campus Public Safety and Security 
o Administrative Support to campus-wide emergency response and recovery 

operations 
• MSU Denver  

o Emergency Policy Support for situational alterations in normal institutional operations 
o Administrative Support to campus-wide emergency response and recovery 

operations 
• Community College Denver 

o Through CCCS, Police/Security staff from other community colleges around the 
state (Surge/Supplement Support) 

o Emergency Policy Support for situational alterations in normal institutional operations 
o Administrative Support to campus-wide emergency response and recovery 

operations 
 

Point of Contact: 
Auraria Chief of Police, Chief of Safety & Communications, and/or Emergency Operations Center 

 

2. Campus Educational Facilities Open & Functioning 
Department/Agency 
AHEC-wide 

Mission Essential Functions (MEF): 
Keep educational facilities open and operating during regular business hours for all Auraria Campus 
institutions  
MEF Description Narrative: 
AHEC, as an organization, must maintain the function of the learning facilities on campus to 
adequately accommodate the current enrollment. The learning facilities must: 
• Be structurally sound and easily accessible (to include accessibility to persons with access and 

functional needs) 
• Have functioning utilities such as potable water, power, and communications (phone, internet 

network, and/or Wi-Fi). Functioning restrooms must be adequate for each building’s occupancy. 
• Life-safety systems/equipment must be properly functioning in each occupied building, or 

suitable backups (e.g. fire watch) must be in place. 
• The classroom/lab environment within each occupied facility must be safe, at a reasonable 

comfort level as to foster learning (this includes adequate lighting and temperature), and be 
equipped with the essential teaching aids (projector, cables, whiteboard, etc.) to deliver the 
required course curriculum. 

• Occupied areas must be clean and adequate personal sanitation supplies must be maintained 
 
Impacts If Not Conducted: 
If the educational facilities are not kept structurally sound, accessible, safe, clean, and functional for 
instructional delivery, the core purpose of the campus, as a formal place of higher education, is 
rendered null. 
 
In order to satisfy the core purpose of the Auraria Campus, the MEFs in the Description Narrative 
above must be achieved.  
 
Recovery Time Objective (RTO) 
Recovery Time Objectives for restoring the essential functions of the affected educational facilities on 
the Auraria Campus are going to be subjective, depending on the hazard, where said hazard 
originated, and how the hazard affected the educational facilities on campus. 
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2. Campus Educational Facilities Open & Functioning 
There should however be pre-determined guidance on recovery options at certain timeframes during 
a hazardous event that affects the essential functions of Auraria’s educational facilities. Sample 
guidance may include: 
 
• If an educational building(s) is projected to be unusable for less than two (2) business days 

during an academic semester, Administrative Policies and Procedures on “Campus Closure” 
outlined in the AHEC Campus-Wide Policies will be followed while MEFs for said affected 
building(s) are restored. 

• If an educational building(s) is projected to be unusable for more than two (2) business days, but 
less than ten (10) business days during an academic semester, AHEC EO will work with 
academic class scheduling, AHEC event services, and the Auraria Executives Council (AEC) to 
make temporary changes in learning space assignments and/or course schedules in order to 
accommodate ongoing classes that have been displaced due to the hazard. 

• If an educational building(s) is projected to be unusable for more than ten (10) business days 
during an academic semester, AHEC EO and the AEC should explore options for 
accommodating ongoing classes that have been displaced due to the hazard to a facility for the 
remainder of the semester. These options may include: 

o Agreements with neighboring institutions for classroom space (on or off-campus) 
o Amending the daily schedule to move affected classes into non-affected facilities at 

different times of the business day. 
o Acquiring mobile/modular buildings to be placed on campus for temporary use while 

repairs can be made to existing educational facilities on campus. 
o Contracting space in office buildings adjacent to the campus. 

 
An educational facility(s) on the Auraria Campus that has been rendered unusable due to a hazard 
must be continuously re-evaluated for its time to recover the basic MEFs. This will help in decision-
making for proper assignment of displaced classes. 
 
 
Partners/Interdependencies: 
AHEC Organization 

• Executive Office 
• Integrated Marketing and Communications 
• Facilities Services (Engineering, Trades, Access Control, Custodial) 
• EHS and Life Safety 
• IT/Telecom 
• Auraria Campus Events Services 
• Business Services 

 
On-Campus Partners 
• Auraria Executives Council 
• Institutional IT/Facilities support 
• Institutional Department Heads (Occupants of affected buildings) 
 
Point of Contact: 
AHEC Chief Operations Officer 

 

3. Campus Grounds and Critical Access 
Department/Agency 
AHEC-wide 
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3. Campus Grounds and Critical Access 
Mission Essential Functions (MEF): 
Maintain open and safe access to parking areas, pedestrian walkways, and steps/ramps to building 
entrance/egress points on campus 
MEF Description Narrative: 
AHEC, as an organization, must maintain safe access to all of the learning facilities on campus to 
adequately accommodate the attendance of current students, faculty, and staff. The campus 
grounds, thoroughfares, and access points must: 
• Be open and free from hazards, obstacles, and debris (to include accessibility to persons with 

access and functional needs) 
• Provide vehicle accessibility to adequate parking 
• Provide pedestrian access between learning facilities and parking/transit  
• Be kept clean of waste in order to ensure basic health sanitation of the grounds used by the 

campus community 
 
Impacts If Not Conducted: 
If the students, faculty, and staff are unable to access the campus grounds, and/or the thoroughfares 
and access points to the educational facilities on campus cannot be safely navigated by pedestrians, 
the core purpose of the campus, as a formal place of higher education, is rendered null. 
 
In order to satisfy the core purpose of the Auraria Campus, the MEFs in the Description Narrative 
above must be achieved.  
 
Recovery Time Objective (RTO) 
Recovery Time Objectives for restoring open and safe access to parking areas, pedestrian 
walkways, and steps/ramps to building entrance/egress points on campus are going to be subjective, 
depending on the hazards, obstacles, and debris causing the issue, where said issue is on campus, 
and how the issue has affected the grounds and access on campus. 
 
There should however be pre-determined guidance on access and thoroughfare restoration options 
at certain timeframes during a hazardous event that affects the grounds and thoroughfare access of 
the Auraria Campus. Sample guidance may include: 
• If a routine hazard/event (such as snow, ice, or debris) has compromised the safe access and 

use of a parking lot(s) and/or pedestrian walkways, AHEC will restore all affected areas to safe 
access and use within two (2) hours following the onset of the hazard/event, and will maintain 
safe access/use of the affected areas while classes are in session. 

• If a serious hazard/event (such as earthquake, flood, sinkhole, or other destructive force) has 
compromised the access and use of a parking lot(s) and/or pedestrian walkways in which the 
damage cannot be repaired or access restored for more than five (5) business days, AHEC will 
block the affected area with temporary barriers. A “Detour Plan” will be created and put into place 
using signage, cones, and other directional devices to be used for the duration of the access/use 
restoration of the affected area. This detour plan must make accommodations for persons with 
access and functional needs (to include the sight impaired), and the plan must be communicated 
to the campus population. 

 
Partners/Interdependencies: 
AHEC Organization 

• Executive Office 
• Integrated Marketing and Communications 
• Facility Services (Structural Trades, Grounds) 
• Parking & Transportation Services 
• EHS and Life Safety 

 
On-Campus Partners 
• Auraria Executives Council 
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3. Campus Grounds and Critical Access 
 

Point of Contact: 
AHEC Director of Facilities Management  
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III. AHEC Office or Department Continuity Functions 

The Critical Continuity Functions (CCF) that support the overarching AHEC MEFs for each 
key AHEC Office or Department are outlined in the table below. 

AHEC Office or Department Critical Continuity Functions 

Executive Office (EO) 

• Provide administrative leadership and direction over 
the entire campus incident 

• Provide guidance/assistance on campus policy and 
emergency acquisitions of large resources when 
needed 

• Coordinate and support the critical needs of the AEC 
and their respective institutions 

• Communicate essential campus operational status to 
internal and external stakeholders, including the 
general public 

Human Resources 

• Provide guidance and support with personnel issues 
regarding “Mission Critical” and “Mission Support” 
staff classifications 

• Assist AHEC department leadership with staff 
accountability during an emergency/continuity event 

• Manage pool of surplus “Mission Support” staff 
• Receive and process all work-related injury claims 
• Assist AHEC personnel in accessing resources 

through the Colorado State Employee Assistance 
Program (C-SEAP) as needed 

• Assist AHEC department leadership (including the 
EO) in tracking and logging AHEC employee hours 
worked during an emergency/continuity event 

Campus Police Department 

• Prevent crime and violence against persons and 
property 

• Protect and preserve the constitutional rights of the 
campus community 

• Maintain peace to foster a safe and protected 
learning and working environment 

• Enforce campus policies and local and state laws to 
support safety and well-being of the campus 
community 
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AHEC Office or Department Critical Continuity Functions 

Campus Emergency 
Preparedness 

• Assist EO in maintaining the status of each 
department’s functionality and progress in restoring 
mission essential functions (this may incorporate 
utilizing ICS and a formal IAP, depending on size and 
scope of the incident at hand) 

• Request needed emergency resources (equipment 
and/or staff) that may be available via the statewide 
mutual-aid agreement to other government agencies 
in the region, to the State, and/or to appropriate non-
governmental organizations (NGO) 

• If the emergency/continuity incident on campus will 
require a sizable 24-hour per day operation for more 
than two consecutive days, acquire “bunk space” 
(temporary living quarters for sleep and shower) on 
or close to campus for MCPs to rest and recuperate 
between shifts 

Accounting and Procurement  

• Coordinate with the AHEC EO and department 
leadership in making emergency acquisitions of 
equipment/materials necessary to quickly restore 
AHEC mission essential functions 

• Activate emergency contracts with service providers 
needed during emergency/continuity operations on 
campus 

• Validate, track, and maintain records for costs and 
expenditures associated with the 
emergency/continuity incident at hand 
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AHEC Office or Department Critical Continuity Functions 

Facilities Services ((including 
Environmental Health & Life 
Safety (EHLS), Grounds, & 
Housekeeping) 

Keep educational facilities open and operating during 
regular business hours for all Auraria Campus 
institutions by ensuring: 
• Facilities are structurally sound and easily accessible 

(to include accessibility to persons with access and 
functional needs) 

• Facilities have functioning utilities such as potable 
water and power 

• Functioning restrooms/personal sanitation must be 
adequate for each building’s occupancy 

• Life-safety systems/equipment must be properly 
functioning in each occupied building 

• The classroom/lab environment within each occupied 
facility must be safe, at a reasonable comfort level as 
to foster learning (this includes adequate lighting and 
temperature) 

• Occupied areas must be clean and adequate refuse 
collection maintained 
 

In addition, the campus grounds, thoroughfares, and 
access points must: 
• Be open and free from hazards, obstacles, and 

debris (to include accessibility to persons with access 
and functional needs) 

• Provide vehicle accessibility to adequate parking 
• Provide pedestrian access between learning facilities 

and parking/transit 
• Be kept clean of refuse and other waste in order to 

ensure basic health sanitation of the grounds used by 
the campus community 

Information Technology 
(IT)/Telecom 

• Restore/maintain adequate communications for 
campus-wide mission essential functions to continue 
(phone, network and/or Wi-Fi, and radios) 

• Ensure critical hardware and software are adequately 
functioning for each AHEC department to fulfill their 
mission essential functions during an 
emergency/continuity incident 

• Maintain network/cyber security 

AHEC Campus Programs 

• Assist institutions in locating and maintaining 
adequate educational space for classes to continue 

• Ensure educational space on campus is equipped 
with the essential teaching aids to deliver the 
required course curriculum in partnership with the 
institutions and their classroom support and 
IT/Telecom 
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AHEC Office or Department Critical Continuity Functions 

Integrated Marketing & 
Communications 

• Coordinate with the EO on what information will be 
released to the campus community, and when 

• Ensure regular and accurate communication 
regarding the status of the campus and any vital 
information for students, faculty, and staff is being 
disseminated through multiple media vehicles and 
sources 

• Coordinate with communications staff from the other 
Auraria Campus institutions, in accordance with the 
campus Crisis Communications Plan, to ensure 
accuracy of information and uniformity of messages 
being released to the public 

• Monitor multiple media vehicles and sources to 
identify false information about the campus incident, 
and work to correct the false narratives by providing 
rumor control 

• Keep Auraria emergency line, website, and social 
media up-to-date with the most recent information 
being released to the public 

Parking & Transportation 

• Coordinate with grounds to provide vehicle 
accessibility to adequate parking 

• If necessary (if on-campus parking has been 
seriously compromised due to the 
emergency/continuity incident), arrange for alternate 
parking areas off-campus, and create a shuttle route 
and schedule for the duration that the alternate off-
campus parking is activated 

• Acquire additional transportation vehicles as needed 
for increased shuttle capacity needs 
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IV. Concept of Operations 
The Concept of Operations section explains how AHEC 
will implement its continuity plan, and specifically, how it 
will address each continuity element. An organization’s 
continuity implementation process should include the 
following four phases: readiness and preparedness, 
activation, continuity operations, and reconstitution.  

A. Readiness and Preparedness Phase 
AHEC will participate in the full spectrum of 
readiness and preparedness activities to ensure 
personnel can continue essential campus functions 
in an all-hazard/threat environment. AHEC 
readiness activities are divided into two key areas:   

• Organization readiness and preparedness  

• Department/Staff readiness and preparedness  

1. Organization Readiness and 
Preparedness 

The AHEC Office of Emergency Preparedness is 
the lead entity on campus for developing and maintaining overarching AHEC disaster 
readiness and preparedness plans and training to include (but not limited to): 

• Threat Hazard Identification and Risk Assessment (THIRA) 

• Auraria Campus Emergency Operation Plan (EOP), with accompanying 
Hazard/Operational Annexes  

• Assisting AHEC departments and Auraria Campus institutions develop and 
maintain their individual emergency operations plans and procedures  

• Coordinating emergency management training for campus emergency personnel 

• Coordinating emergency preparedness training for students, faculty, and staff on 
the Auraria Campus  

2. Department/Staff Readiness and Preparedness 

AHEC personnel will prepare for a continuity event and plan in advance for what to do 
in an emergency. AHEC personnel will also be encouraged to develop a Family 
Support Plan to increase personal and family preparedness.4  

                                                

4 The www.ready.gov website provides guidance for developing a Family Support Plan and includes a “Get Ready 
Now” pamphlet that explains the importance of planning and provides a template that can be tailored to meet 
family-specific planning requirements. 

http://www.ready.gov/
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AHEC department heads should create and maintain continuity “Go-Kits.” Department 
heads (or certain department designees) would be responsible for retrieving the kits 
during an emergency that affects their department/staff. A typical continuity Go-Kit 
should contain those supplies/equipment needed so the department is still able to 
manage their mission essential operations during an emergency, even if they are 
forced to relocate from their home department building.  

When creating a department continuity Go-Kit, keep in mind that when needing this kit, 
you may not have immediate access to the network or reliable wireless internet where 
ever you will be relocating to. 

Sample Department Go-Kit Contents 

XYZ Department Continuity Go-Kit 

• Hard copy of the department 
continuity procedures 

• Clipboard and essential department 
forms 

• Hand-carried essential records**  • Basic office supplies (pencils, 
notepads, etc.) 

• Department personnel emergency 
contact list • Flashlight(s) and spare batteries 

• AHEC phone list • Safety vests, personal protective 
equipment (PPE), etc. 

• Information/contact list of 
contractors/vendors • Basic first-aid kit 

• Radio charger(s) • Waterless hand-sanitizer 

• Cell phone charger(s) • Maps/floorplans 

• Laptop power cable  

• 15ft Ethernet cable  

  
**for the sake of room and conserving paper, essential department records may be 
loaded on a thumb drive or other portable electronic storage device 

AHEC EO recommends the following guidelines to maintain currency of the Go Kits: 

• Each Department Continuity Go-Kit’s development/assembly and maintenance 
is ultimately the responsibility of said department’s director/manager, however 
they may delegate that duty to a subordinate department supervisor. 

• Each Department Continuity Go-Kit will be inspected by said department’s 
director/manager (or their delegate) at least annually to ensure the contents are 
in suitable condition and still appropriate to the current CCFs the department is 
responsible for. 

o This includes ensuring the department personnel emergency contact 
list, the department essential records, and the information/contact list of 
contractors/vendors are updated. 
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• Department Continuity Go-Kits should be used when conducting continuity 
exercises. 

o This includes using expendable materials in the kits that may need to 
be replaced as part of the training operation (each department’s 
director/manager should take this into consideration for budgeting 
replacement items in the Go-Kits). 

B. Activation Phase 

To ensure the ability to attain operational capability at alternate facilities and with 
minimal disruption to operations, AHEC will execute activation plans as described in 
the following sections. 

1. Decision Process Matrix 
The AHEC Continuity Plan will be activated by the AHEC CEO, or designee, based 
on an emergency or threat directed at the organization. 

If an incident only affects a single AHEC department, the head of that department 
has the authority to activate their department continuity procedures, but they must 
communicate the activation to the AHEC EO (through the chain of organizational 
structure) as soon as is it possible to do so. 

Continuity Plan activation is a situation-driven process that allow flexible and 
scalable responses to the full spectrum of all-hazards/threats that could disrupt 
operations with or without warning and during work or non-work hours. Continuity 
Plan activation will not be required for all emergencies or disruptions, since other 
actions may be more appropriate.  

The decision to activate the AHEC Continuity Plan and related actions will be 
tailored for the situation and based on projected or actual impact and whether or 
not there is warning. To support the decision-making process regarding plan 
activation, key organization personnel will use the decision matrix below to support 
that process. 

 

Decision Matrix for Continuity Plan Implementation 

 Business Hours Non-Business Hours 
Event With 
Warning 

• Is the threat aimed at the 
facility or campus area? 

• Is the threat aimed at 
campus personnel? 

• Are employees unsafe 
remaining in the facility 
and/or campus area? 
 

• Is the threat aimed at the 
facility or campus area? 

• Is the threat aimed at 
campus personnel? 

• Who should be notified of 
the threat? 

• Is it safe for employees to 
come to work the next 
day? 
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Decision Matrix for Continuity Plan Implementation 

 Business Hours Non-Business Hours 
Event Without 
Warning 

• Is the facility/campus 
affected? 

• Are personnel affected? 
Have personnel safely 
evacuated or are they 
sheltering-in-place? 

• What are instructions from 
first responders? 

• How soon must the 
organization be 
operational? 

 

• Is the facility/campus 
affected? 

• What are instructions from 
first responders? 

• How soon must the 
organization be 
operational? 

 

 

As the decision authority, the AHEC CEO (or their designee) will be kept informed 
of the threat environment and will evaluate all available information relating to: 

a. Direction and guidance from local/state/federal emergency authorities  

b. Incident status of on-campus institutions  

c. The health and safety of personnel  

d. The ability to execute essential functions  

e. Changes in threat advisories  

f. Intelligence reports  

g. The potential or actual effects on campus power infrastructure, 
communications/information systems, office facilities, and other vital equipment  

h. The expected duration of the emergency situation  

2. Alert and Notification Procedures 
AHEC maintains plans and procedures for communicating and coordinating 
activities with personnel before, during, and after a continuity event.5  

Before an event, personnel in AHEC will monitor potential hazard information, 
including (but not limited to) relevant social media and news outlets, NOAA/NWS, 
intelligence provided by local/state/federal public safety agencies, and on-campus 
emergency alarms and notification systems. In the event normal operations are 
interrupted or an incident appears to be imminent, AHEC will communicate the 

                                                

5 For more information on emergency notifications to the campus community, public information management, and 
other crisis communications guidance, see the Auraria Campus EOP: Appendix III – Crisis Communications Plan 
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campus’ operating status with all stakeholders per the provisions of the AHEC 
Crisis Communications Plan. 

Upon the decision to activate the Continuity Plan, AHEC will notify all affected and 
interdependent campus entities with information regarding continuity activation 
status, operational and communications status, and the anticipated duration of 
relocation(s). These entities include (but are not limited to): 

• The ACPD Emergency Communications Center, the AHEC EOC, and the 
AHEC PIO.  

o The AHEC EOC will notify and coordinate with cooperating emergency 
management support entities (CU Denver Emergency Management, City of 
Denver Emergency Management, State Homeland Security and 
Emergency Management) regarding status and needed resources in 
support of continuity and reconstitution operations  

o The AHEC PIO will coordinate with the campus institutional communicators 
in notifying the student population (to include student housing) of Auraria 
Campus functional status, and student resources during campus 
reconstitution. 

• AHEC Facilities Services, Information Technology/Telecom, Event Services, 
Parking, and other on-campus support teams with information regarding 
continuity activation, relocation status, and the anticipated duration of continuity 
and reconstitution operations. 

o The appropriate AHEC departments will in turn notify vendors and 
contractors on campus to provide guidance during continuity activation and 
reconstitution operations.  

• AHEC Human Resources with instructions and guidance regarding the 
activation and possible reassignment of MCPs  

• AHEC Procurement Services and Accounting with information on current status 
and anticipation of emergency purchases and vendor contracts for critical 
continuity and reconstitution operations. 

3. Relocation Process 
Once the Continuity Plan is activated and personnel are notified, AHEC will 
relocate MCPs, and essential operational functions to an alternate facility(s)6 if 
necessary. AHEC MCPs will deploy/relocate to a pre-determined alternate 
facility(s) to perform the campus’ essential functions and other 
continuity/reconstitution-related tasks. Each AHEC department will include at least 
two potential alternate sites in their Department Continuity Procedures, where they 

                                                

6 Each AHEC department will designate an alternate facility/facilities as part of its Department Continuity 
Procedures and will identify and prepare MCPs for the possibility of unannounced relocation to the alternate site(s) 
to continue performance of essential functions. 
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may continue to perform their mission essential functions for campus operations 
and reconstitution.  

Department Continuity Procedures during business hours with or without a warning 
should include the following guidance: 

• MCPs will relocate to the designated alternate facility (primary or secondary 
alternate facility, depending on the scope of the threat/hazard) from the home 
operating facility or current location using a pre-determined mode of 
conveyance (vehicle; golf cart, hand cart, etc.).  

• Mission support personnel (MSP) present at the home operating facility or 
another location will receive instructions from the department head, or be 
referred to AHEC Human Resources for a mission support assignment with 
another department. 

• At the time of notification, if available, information will be provided regarding 
safety precautions and the scope of the threat/hazard on campus, so the 
department head can choose an adequate alternate facility to relocate their 
essential operations.  

Department continuity procedures during non-business hours with or without a 
warning should include the following guidance: 

• Department heads will be notified by AHEC EO and/or ACPD that the AHEC 
Continuity Plan is being activated and said department shall activate their 
Department Continuity Procedures. 

• The department head will recall their MCPs to immediately report to the home 
facility in order to relocate the department’s operations to the designated 
alternate facility (primary or secondary alternate facility depending on the scope 
of the threat/hazard) from the home operating facility or current location using a 
pre-determined mode of conveyance (vehicle; golf cart, hand cart, etc.).  

• MSPs will remain at their residence or other designated site to wait for further 
instructions. 

MSPs may be required to replace or augment continuity personnel during 
activation. These activities will be coordinated by the department head with the 
replacement staff on a case-by-case basis. MSPs will remain available to replace 
or augment continuity personnel, as required.  

AHEC Human Resources will direct AHEC’s MSPs to a support-pool staging area 
until given mission assignments, or released to go home for the day.  

C. Continuity Operations Phase 
Upon activation of the Continuity Plan, all AHEC departments will continue to operate 
at their home operating facilities (if safely possible) until ordered to cease operations 
by the AHEC EO through the heads of each department. At that time, affected 
departments’ essential functions will transfer to their alternate facility. AHEC should 
ensure that the Continuity Plan can be operational within 12 hours of plan activation. 
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First arriving department MCPs at the alternate facility will prepare the site for essential 
function operations. Upon arrival at the alternate facility, MCPs will: 

• Ensure infrastructure systems, such as lighting, power, water, sanitation 
(bathrooms), and climate control (if applicable) are functional 

• Ensure communications and network connections are in place and functional 

• Verify all department MCPs are on-duty or en-route, and are aware of the move to 
the alternate facility 

o The current supervisor on site at the alternate facility will be responsible for 
verifying department personnel accountability (critical and support), and 
ensuring they are updated on current communications (department radio 
channels and phone numbers), and department leadership (who is in charge of 
the department operations at that time). 

• Notify AHEC EO (through the department head) when said department has 
resumed essential functions at the alternate facility. 

o If resumption of department essential functions will be delayed at the alternate 
facility, notify AHEC EO immediately to give a status report and request 
additional resources as needed to restore department essential functionality  

A requirement of each department head is to account for all personnel under their 
authority. Each AHEC department will outline a process of personnel accountability in 
their Department Continuity Procedures. This process may include using call-down 
telephone trees, email, or text verification. The accountability process should also 
include what to do about department personnel who are unaccounted for. 

During continuity operations, AHEC may need to acquire necessary personnel, 
equipment, and supplies that are not already in place for continuity operations on an 
emergency basis and/or to sustain operations for up to 30 days or until normal 
operations can be resumed. The AHEC EO maintains the authority for emergency 
procurement. Instructions for these actions are found in the AHEC EO department 
continuity procedures, as well as the AHEC Procurement Services and Accounting 
department continuity procedures. 

D. Reconstitution Operations Phase 
Within 48 business hours after receiving approval from the appropriate emergency 
services, and health and safety authorities that the emergency situation has ended and 
is unlikely to immediately reoccur, reconstitution will begin. The following individuals 
will initiate a reconstitution plan, and begin to coordinate operations to salvage, 
restore, and recover AHEC’s primary operating functions and department home 
facilities: 

• The AHEC Chief Operations Officer (or an assigned delegate) will serve as the 
Reconstitution Manager for all phases of the campus reconstitution process 

• Each AHEC department will designate a reconstitution point-of-contact (POC) to 
work with the Reconstitution Manager and to coordinate and communicate 
developments regarding department reconstitution statuses. 
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During continuity operations, the Reconstitution Manager should determine the status 
of the department/facility(s) affected by the event as soon as practical (once all 
essential campus functions have been restored). Upon obtaining the status of the 
facility(s), the Reconstitution Manager will determine how much time is needed to 
repair departments’ home operating facility and/or acquire a new facility. Should AHEC 
and/or State Risk Management decide to repair the facility, the Reconstitution 
Manager has the responsibility of supervising the repair process and should notify the 
AHEC EO of the status of repairs, including estimates of when the repairs will be 
completed. 

These reconstitution plans are viable regardless of the level of disruption that originally 
prompted implementation of the Continuity Plan. Once the appropriate AHEC authority 
has made this determination, one or a combination of the following options may be 
implemented, depending on the situation: 

• The affected department(s) continue to operate from its alternate facility(s) 

• Reconstitute the affected department(s) home operating facility(s) and begin an 
orderly return to said facility(s) 

• Begin to establish a reconstituted affected department(s) in another facility or at 
another designated location 

1. Reconstitution Planning Levels 
Reconstitution planning levels have been created to focus and support the 
Reconstitution planning process. A description of the levels is provided in the table 
below: 

Reconstitution 
Level Description 

Level 1: 
Operational 
Planning 

The primary operating facility has suffered no damage or 
has been minimally damaged. 

Planning for this level of disruption focuses on returning 
operations to the primary operating facilities, which includes 
restoring normal operations with personnel, records, and 
equipment at the primary operating facility once the threat or 
disruption has ended. This level generally would last less than 
30 days. 

Level 2: Short-
Term Planning 

The primary operating facility has been moderately 
damaged. 

Planning for this level of disruption focuses on moving 
operations to a temporary operating facility, which includes 
restoring normal operations with personnel, records, and 
equipment at a temporary operating facility. This level generally 
would last from one-to-six months. 



 

Continuity of Operations Plan | October 2018  Auraria Higher Education Center (AHEC) 

Concept of Operations  29  Unclassified 

Level 3: Long-
Term Planning 

The primary operating facility has been severely damaged 
or damaged beyond repair. 

Planning for this level of disruption focuses on moving 
operations to a new or temporary primary operating facility, 
which includes restoring normal operations with personnel, 
records, and equipment at a new or rebuilt operating facility. 
This level generally will last six months or longer. 

 

2. Returning to Full Operations 
Before relocating back to the primary operating facility or another facility, the 
ACPD, AHEC EHLS, and AHEC Facility Services will conduct appropriate security, 
safety, and health assessments to determine building and/or workspace suitability. 
In addition, AHEC EHLS and AHEC IT/Telecom will verify that all systems, 
communications, and other required capabilities are available and operational and 
that the affected AHEC department(s) is fully capable of accomplishing its normal 
functions and operations at the new or restored home operating facility. 

Upon a decision by the AHEC CEO or designee that the affected department(s) 
home operating facility can be reoccupied or that it will be reestablished in a 
different facility: 

• The AHEC Reconstitution Manager and the head(s) of the affected 
department(s) will develop space allocation and facility requirements for their 
affected department(s) 

• The head(s) of the affected department(s) will notify their personnel that the 
emergency or threat of emergency has passed, and will develop procedures, 
as necessary, for restructuring/reassigning their staff in support of the 
reconstitution process 

Upon verification that the required capabilities are available and operational and 
that the affected department(s) is fully capable of accomplishing all normal 
functions and operations at the new or restored facility, the head(s) of the affected 
department(s) will begin supervising a return of personnel, equipment, and 
documents to the department’s permanent operating facility. 

AHEC Human Resources will develop processes for receiving and processing 
employee claims during the continuity event, including personnel claims (such as 
workers’ compensation, compensation for injuries, overtime pay, etc.) and 
replacing lost or broken equipment. 

AHEC will conduct an After-Action Review (AAR) once back in full operating 
functionality. The AHEC EO (with assistance from AHEC EP) is responsible for 
initiating and completing the AAR and all affected departments within AHEC will 
have the opportunity to provide input to the report. The AAR will address the 
effectiveness of the continuity plans and procedures, identify areas for 
improvement, and then develop an AHEC Continuity of Operations Improvement 
Plan (IP) as soon as possible after the reconstitution. 
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V. Alternate Facilities 
“Alternate Facilities” are locations, other than the primary department facility, used to carry out 
essential functions by relocating that department’s MCPs and critical resources following 
activation of the continuity plan. Alternate Facilities refer to not only other facilities and 
locations on campus, but also work arrangements such as telework and mobile work 
concepts.  

The use of alternate department facilities and telework options enhances the resiliency and 
continuity capability of organizations. When identifying and preparing alternate facilities, 
AHEC will maximize use of existing campus infrastructure, including consideration for other 
supporting options such as telework, mobile work, and joint or shared facilities. Additionally, it 
is financially prudent to structure and configure alternate facilities such that AHEC can replace 
or augment daily activities with those required during an emergency. AHEC will establish and 
select alternate facilities using an accounting of the risks associated with natural disasters, 
power outages, information technology issues, and other threats. AHEC will select and 
construct facilities that are not uniquely susceptible to risks associated with natural disasters 
and select locations that provide the alternate facilities with power, telecommunication 
services/internet access, separate from those grids that provide their services to the primary 
facility, whenever possible.  

An alternate facility may be classified as one of the following three types:  

1. Hot site: An alternate facility that already has in place the computer, telecommunications, 
other information technology, infrastructure, and personnel required to recover essential 
functions.  

2. Warm site: An alternate facility that is equipped with some computer, telecommunications, 
other information technology, and environmental infrastructure, which is capable of 
providing backup after additional personnel, equipment, supplies, software, or 
customization are provided.  

3. Cold site: A facility that is not manned on a day-to-day basis by personnel from the 
department’s primary operating facility. If choosing a “cold site” as an alternate facility, 
AHEC may be required to pre-install telecommunication equipment and IT infrastructure 
upon selection and deploy designated IT/Telecom personnel/resources to the facility to 
activate equipment/systems before it can be used.  

AHEC Departments should make use of existing campus facilities or other State 
property for alternate facility options:  

• Alternate use of existing facilities: In certain types of continuity activations, campus 
departments may use a combination of facilities and strategies, such as social distancing, 
to support continuity operations.  

• Remote/offsite government facilities: These facilities may include another 
university/college campus/buildings, Colorado Department of Transportation (CDOT) 
or public works facility, or available commercial office space located near the campus, 
but far enough away to afford some geographical dispersion.  

• Telework is a work flexibility arrangement under which an employee performs the duties 
and responsibilities of their position, and other authorized activities, from an approved 
alternate worksite. Many organizations have programs that allow employees to telework. 
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This capability is leveraged to allow some personnel to fulfill their functions at an approved 
alternative worksite (such as at home or a telework center).  

A. Considerations for Alternate Facilities 
• At a minimum, AHEC departments should identify, and ensure preparedness and 

maintenance of chosen alternate facilities. 

• Departments should review alternate facilities for their suitability and functionality 
at least annually, to ensure that the facilities meet their continuity requirements, 
and document the date of the review and names of personnel conducting the 
review. 

• Alternate facilities should have sufficient distance, based upon risk of potential 
threats and as judged by the department, from the primary operating facility.  

• Departments should have all critical supplies and equipment pre-positioned, or 
maintain detailed site preparation and activation plans in order to achieve full 
operational capability within 12 hours of notification.  

• If the alternate facilities are neither owned nor leased by AHEC, a MOA/MOU 
should be prepared and signed with the owner/operator of the facility and the 
MOA/MOU should be reviewed annually. At a minimum, MOAs/MOUs should 
specify:  

o The required notification time for owner/occupant of the facility to have it 
configured and available for occupancy as a continuity facility;  

o Space and services to be provided at the facility; and  

o Sole use of allocated space by the organization during the period of occupancy 
(i.e. the contracted space, whether it be an office, floor, or entire building, will 
preferably be wholly designated for AHEC’s use, during the entire performance 
period of the contract.  

• Identified alternate facilities should provide the following:  

o Replication of essential capabilities by providing systems and configurations 
that are used in daily activities;  

o Interoperable communications, including the means for secure communications 
if appropriate, with all identified essential internal and external organizations, as 
well as with customers and the public;  

o Computer equipment and software necessary to carry out essential functions 
and information systems are up-to-date with the latest software and system 
updates;  

o Capabilities to access and use records necessary to facilitate the performance 
of essential functions;  

o The capability to perform essential functions as soon as possible after 
continuity activation with minimal disruption of operations, the ability to maintain 
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this capability for up to 30 days or until normal operations resume, and the 
capability to perform these essential functions under all threat conditions;  

o Reliable logistical support, services, and infrastructure systems;  

o Emergency/back-up power capability, so that essential functions and 
operations can continue in the event the primary source of power is disrupted;  

B. Telework 
If applicable, organizations should consider incorporating telework into their continuity 
plan and procedures by:  

• Assessing the organization’s essential functions to identify which functions the 
organization should conduct onsite and which functions the organization could 
conduct via telework, including evaluating the use of telework for supporting 
extended continuity operations and use by MSPs.  

• Establishing and maintaining plans and procedures to use telework as a primary or 
backup continuity strategy for those essential functions and supporting tasks that 
are telework authorized, based upon the assessment  

• Establishing a policy under which eligible employees, both MCPs and MSPs, are 
authorized to telework during a continuity event  

• Notifying all employees of their eligibility to telework during a continuity activation  

• Ensuring that each eligible employee is authorized to telework during a continuity 
activation by ensuring the employee is trained to telework  

Organizations using telework as a primary or back-up continuity strategy 
should:  

• Adhere to their organization’s policy and guidance governing the use of telework  

• Provide protection of information and information systems used during telework 
activities  

• Coordinate with the Director of Information Technology & Telecom to identify 
equipment and technical support requirements.  

• Provide access to essential records and databases and the robust communications 
necessary to sustain an organization’s essential functions at the telework site 
locations.  

• Ensure a viable continuity capability in the event that telework is not a viable option 
(i.e. significant electrical and/or telecommunications infrastructure degradation).  
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VI. Leadership and Authority  
A. AHEC Executive Leadership 

Effective implementation of continuity plans and programs requires the support of 
senior leaders and decision makers who have the authority to commit the organization 
and the necessary resources to support the programs. Senior leadership is directly 
responsible for ensuring that continuity plans and programs are developed, 
coordinated, and capable of being implemented when required. 

Continuity of leadership is critical to ensure continuity of essential functions. AHEC EO 
provides a clear line of succession in the absence of existing leadership and the 
necessary delegations of authority to ensure that succeeding leadership has the 
authorities to carry out their duties. Continuity of leadership during a crisis, especially 
in the case of senior positions, is important to reassure the campus and give 
confidence to its students, faculty, and staff that the principal or appropriate 
successor(s) is managing the crisis and ensuring the performance of essential 
functions. Leaders and staff will be sufficiently trained to be able to perform their duties 
in a continuity environment. To ensure that required skill sets are available, personnel 
may be both cross-trained and vertically trained to be able to perform critical functions 
of their peers and the persons above and below them in an emergency. 

During activation of the Continuity Plan, the AHEC CEO maintains responsibility for 
control and direction of AHEC. Should the CEO become unavailable or incapacitated, 
AHEC will follow the directions laid out in the leadership devolution, on page 3 of this 
plan. 

B. Delegation of Authority 
Generally, AHEC pre-determined delegations of authority will take effect when normal 
channels of direction are disrupted and terminate when these channels have resumed. 
Pre-determined delegations of authority may be particularly important in a devolution 
scenario.  

AHEC departments will identify the following delegation of authority requirements:  

• Orderly succession of officials up to the position of department head (following the 
Orders of Succession in each department’s continuity procedures) in the case of 
said position’s absence, a vacancy at that office, or the inability of said position to 
act during a campus emergency. The delegation of authority for the department 
head shall be found in the affected department’s continuity procedures.  

• AHEC will advise those officials who might be expected to assume authorities 
during a continuity situation. Further, each department head is responsible for 
training those officials who might be expected to assume authorities during a 
continuity situation, and reviewing that delegation of authority training/readiness at 
least annually for all pre-delegated authorities for making emergency 
policy/procedure determinations. 

C. Devolution of Control and Direction 
AHEC is prepared to transfer each of its departments’ essential functions, 
responsibilities, and departmental leadership to alternate personnel and locations 



 

Continuity of Operations Plan | October 2018  Auraria Higher Education Center (AHEC) 

Leadership and Authority  34  Unclassified 

should emergency events render leadership, staff, and or facilities unavailable to 
support the execution of AHEC’s essential functions. If deployment of MCPs is not 
feasible due to the unavailability of personnel, temporary leadership of AHEC will 
devolve to the affected departments’ “Devolution” continuity procedures. 

1. Orders of Succession 
Pre-identifying orders of succession is critical to ensuring effective leadership 
during an emergency. In the event an incumbent is incapable or unavailable to 
fulfill essential duties, successors should be identified to ensure there is no lapse in 
essential decision-making authority. The AHEC EO, and each of the AHEC 
departments, have identified successors for all leadership positions requiring 
orders of succession, including the organization head and other key positions. The 
orders of succession are documented in each departments’ continuity procedures 
and the head of each department is responsible for ensuring their orders of 
succession are up-to-date.  

When creating the departments’ orders of succession, these guidelines should be 
followed:  

• At least three positions deep, where possible, ensuring sufficient depth to 
ensure the department’s ability to manage and direct its essential functions and 
operations  

• Described by position titles, rather than by names of individuals holding those 
offices  

• Reviewed by AHEC Human Resources as changes occur  

• Included as an essential record, with copies accessible and/or available at both 
the primary operating facility and alternate facilities if practical  

In the event of a change in leadership status, AHEC and the affected departments 
must notify the successors, as well as applicable internal and external 
stakeholders. In the event the affected department’s leadership becomes 
unreachable or incapable of performing their authorized duties, roles, and 
responsibilities, the AHEC EO will initiate a notification of the next successor in 
line.  

2. Department Continuity Procedures for Devolution 
Each AHEC department maintains responsibility for ensuring the currency of their 
individual “Devolution” continuity procedures. The overarching AHEC devolution 
procedures guidance:  

a) Includes the elements of a viable continuity capability program: plans and 
procedures, budgeting and acquisitions, essential functions, orders of 
succession and delegations of authority specific to the devolution site, 
interoperable communications, Essential Records management, staff, and 
reconstitution   

b) Identifies prioritized essential functions, defines tasks that support those 
essential functions, and determines the necessary resources to facilitate those 
functions  
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c) Includes a roster that identifies fully-equipped and trained personnel who will 
be assigned to the designated devolution site(s) and have the authority to 
perform essential functions and activities when the devolution option of the 
Continuity Plan is activated  

d) Identifies what would likely activate or “trigger” the devolution option and 
specifies how and when control and direction of the individual department 
operations will be transferred to and from the devolution site 

e) Lists or references the necessary resources (i.e., equipment and materials) to 
facilitate the immediate and seamless transfer of and performance of essential 
functions at the devolution site 

f) Establishes and maintains reliable processes and procedures for acquiring the 
resources necessary to continue essential functions and to sustain those 
operations for extended periods. Each individual department is responsible for 
acquiring resources during a devolution situation, in coordination with the 
AHEC EOC or EO. 

g) Establishes and maintains a capability to restore or reconstitute the individual 
department authorities to their pre-event status upon termination of devolution.  
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VII. Communications 
The success of continuity programs are dependent on the availability of robust and effective 
communications to provide internal and external connectivity. AHEC’s ability to execute its 
essential functions at its primary facility and alternate facilities, as well as the ability of the 
AHEC EO to collaborate, develop policy and recommendations, and act under all-hazards 
conditions, depend upon the availability of effective communications systems. These systems 
should support full connectivity, under all conditions, among emergency response agencies, 
key leadership, AHEC departments, campus institutions, and the public. 

AHEC has identified available and redundant critical communications systems that are located 
on campus. Further, AHEC maintains fully-capable continuity communications that support 
organizational needs during all hazards/threats, to include pandemic and other related 
emergencies, and give full consideration to supporting social distancing operations including 
telework and other virtual offices.  

AHEC and its departments will possess interoperable and available communications 
capabilities in sufficient quantity and mode/media that are commensurate with AHEC’s 
responsibilities during conditions of an emergency.  

AHEC will ensure that the necessary and required communications and IT capabilities are 
maintained for readiness to be operational within 12 hours of continuity activation, and are 
readily available for a period of sustained usage for up to 30 days or until normal campus 
operations can be reestablished.7 

 

                                                

7 This should include identifying emergency contract services and just-in-time acquisition of emergency 
communications resources to support restoration of critical communications.  
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VIII. Continuity Operations Personnel Status 
A. Mission Critical Personnel  

Selecting the right people for an organization’s staff is vitally important, and this is 
especially true in a crisis situation. Leaders are needed to set priorities and keep 
focus. During a continuity event, emergency employees and other special 
categories of employees will be activated by AHEC to perform assigned response 
duties. One of these categories is Mission Critical Personnel (MCP). In respect to 
MCPs, AHEC has:  

• Identified and designated those positions and personnel they judge to be 
critical to organizational operations in any given emergency situation as MCPs. 
A roster of MCPs is maintained by each AHEC department and is found listed 
in said department’s continuity procedures  

• Informed all MCPs of their roles or designations by providing documentation, 
via their department’s Continuity Procedures, describing their position’s duties 
during emergency situations and “Mission Critical” activation expectations to 
ensure that MCPs know and accept their roles and responsibilities.  

• Ensured that MCPs will participate in emergency/continuity operations training 
and exercise events  

• Provided guidance to MCPs on individual preparedness measures they should 
take to ensure response to a continuity event 

B. Mission Support Personnel 
There are staff in every department who are needed to run normal, everyday 
operations (i.e. clerical, data-entry, customer service), but under a devolved, 
continuity event, their presence in their regularly assigned workplace may be an 
unnecessary risk to their safety, especially if their work function has been 
temporarily halted because of an emergency. 

Full-time AHEC staff who are not classified as “mission critical” will fall into a 
category of “mission support” during the affected department’s involvement in 
emergency/continuity operations. During an emergency, MSPs should immediately 
remove themselves from any hazardous situation and seek a safe area to shelter 
from said hazard. Once reasonably safe, the employee should make contact with 
their supervisor to let them know they are safe. 

Once accounted for, the MSPs can expect to be given instructions to do any of (but 
not limited to) the following: 

• Their supervisor or department head may give them a temporary work 
assignment to support emergency/continuity operations within their department 
(i.e. documenting operations, moving/retrieving supplies and equipment, 
assisting with department communications, going to the alternate location to 
assist in setting up operations) 

• Their supervisor or department head may instruct them to report to Human 
Resources for temporary reassignment to other support operations on campus. 
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o Once an employee has been reassigned to/by Human Resources, the 
department they were reassigned to is in charge of that employee’s safety 
and accountability until said employee is reconstituted back to their home 
department. 

• Their department head or Human Resources may temporarily release them 
from duty until it is safe for them to return, or they are able to continue their 
function in an alternate location or telework. 

C. All Staff  
It is important that AHEC keeps all staff, especially individuals not identified as 
MCPs, informed and accounted for during a continuity event. Each department has 
established guidance, in their individual department continuity procedures, for 
contacting and accounting for ALL their department employees in the event of an 
emergency, including operating status.  

• In accordance with their department’s continuity procedures, AHEC employees 
are expected to remain in contact with their assigned department during any 
emergency/continuity situation.  

• Each department provides guidance to their staff in order to continue essential 
functions during an emergency  

Accounting for all personnel during an emergency/continuity event is of utmost 
importance. Each department has the responsibility of attempting contact with their 
staff (including contractors working for AHEC on campus) who are unaccounted 
for. Should a department fail in their attempts to contact any of their staff that are 
unaccounted for, or the department loses that ability, the responsibility for said 
department’s staff accountability will devolve to AHEC Human Resources. 

An event that requires the activation of the Continuity Plan may personally affect 
AHEC staff. Therefore, AHEC Human Resources has the responsibility to create 
provisions and procedures to assist all staff, especially those who are disaster 
victims, with special personnel concerns following a catastrophic disaster. 

AHEC staff are responsible for: 

• Ensuring that their family members are prepared for and taken care of in an 
emergency situation 

• Understanding their continuity roles and responsibilities within their respective 
departments 

• Knowing and being committed to their duties during a continuity activation 

• Understanding and being willing to perform in continuity situations to ensure 
AHEC can continue its essential functions 
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D. Human Resources Considerations  
The AHEC continuity program, plans, and procedures incorporate existing 
organization-specific guidance and direction for human resources management, 
including guidance on pay, leave/time off, work scheduling, benefits, telework, 
hiring, authorities, and flexibilities. AHEC Human Resources has the responsibility 
for these personnel issues. 

The AHEC EO works closely with AHEC Human Resources to resolve human 
resources issues related to an emergency/continuity event.  

AHEC Human Resources will develop and maintain human resources guidance 
and direction for personnel operating under emergency/continuity assignments. 
Emergency/continuity guidance for human resources will include (but are not 
limited to) the following issues:  

• Requirements of Mission Critical vs. Mission Support Personnel  

• Work Schedules and Leave/Time-Off  

• Employee Assistance Program  

• Employees with health limitations, and/or access and functional needs  

• Telework  

• Benefits  

• Matters of compensation and leave related to the emergency/continuity event 

Further, AHEC Human Resources will communicate personnel-related guidance 
for emergencies (pay, leave/time off, staffing, work scheduling, benefits, telework, 
hiring authorities and other human resources flexibilities) to managers in an effort 
to help continue essential functions during an emergency.  
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IX. Essential Records Management 
“Essential Records” refers to information systems and applications, electronic and hard copy 
documents, references, and records (to include sensitive data) needed to support MEFs 
during an emergency/continuity event. Essential Records Management incorporates into the 
overall continuity plan with a clear authority to include policies, authorities, and procedures. 

A. Categories of essential records include the following:  

1. Emergency Operating Records: 
These include records and databases essential to the continued functioning or the 
reconstitution of AHEC’s operations during and after a continuity activation. 
Examples of these records are emergency plans and directives, orders of 
succession, delegations of authority, staffing assignments, and related policy or 
procedural records. These records provide mission critical personnel with the 
guidance they need to conduct operations during a continuity situation and to 
resume normal operations at the conclusion of that situation.  

2. Rights and Interests Records: 
These include records critical to carrying out AHEC’s essential legal and financial 
functions and vital to the protection of the legal and financial rights of individuals 
who are directly affected by AHEC’s activities. These records include those with 
such value that their loss would significantly impair the execution of essential 
AHEC functions, to the detriment of the legal or financial rights and entitlements of 
AHEC and the affected individual(s). Examples of these records are accounts 
receivable files, contracting and acquisition files, official personnel records, 
(including payroll, retirement, and insurance records), and property management 
and inventory records. Any Rights and Interests Records considered critical for 
continued performance of essential functions should be included in the Emergency 
Operating Records and maintained at the appropriate alternate facility.  

B. Considerations for Essential Records Management 
1. AHEC will incorporate their essential records program into their overall continuity 

plans. 

2. Within 12 hours of activation, MCPs at their department’s alternate facility should 
have access to the appropriate media for accessing Essential Records, including 
(if applicable to their department): 

• A local area network  

• Access to electronic or duplicate paper versions of Essential Records  

• Supporting information systems and data  

• Internal and external email and email archives  

3. Each AHEC department will maintain a complete inventory of departmental 
Essential Records, along with the locations of and instructions on accessing those 
records. These inventory checklists and instructions will be kept and maintained by 
each respective department (in their departmental continuity procedures and/or 
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their department continuity go-kits). The department Essential Records checklist 
should include: 

• The department’s continuity procedures and alternate facility locations 

• A paper copy or electronic list of the department’s personnel with up-to-date 
emergency contact information  

• A department Essential Records inventory with the precise locations of said 
records 

• Necessary keys or access codes  

• Listing of the department’s equipment inventory and physical assets (or the 
location of the network folder this information can be found in)  

• List of critical vendors and contractors said department uses often for services 

4. AHEC and its respective departments will make appropriate protections for 
essential records, to include dispersing those records to other campus locations or 
maintaining them at a back-up/off-site location to ensure continuity if the primary 
operating facility is damaged or unavailable. AHEC and its respective departments 
will determine and select protection methods, taking into account the special 
protections needed by different kinds of storage media. 

5. At a minimum, each department should annually review, rotate, or cycle essential 
records so that the latest versions are available.  

C. AHEC Network and Server Protection and Recovery 
The protection of network records is essential to ensuring the records are available 
during a continuity event, thus enabling an organization to perform their MEFs. Critical 
AHEC electronic records on the network and servers should be maintained at an 
appropriate back-up/offsite location, facilitated by AHEC IT to ensure electronic 
records and network continuity if departments must move from their home facilities to 
alternate operating facilities.  

The IT/Telecom department will develop and maintain an AHEC Network Records and 
Server Access plan/policy, which should:  

• Identify the risks involved if network records are retained in their current locations 
and media, and the difficulty of reconstituting those records if they are destroyed  

• Identify alternate/off-site storage locations and requirements  

• Determine if alternative storage media are available  

• Determine requirements to duplicate records and provide alternate storage 
locations to provide readily available Essential Records under all conditions  

For the above items, the IT/Telecom department is responsible for providing access 
requirements and lists of sources of equipment necessary to access the records (this 
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may include hardware and software, internet access, and/or dedicated telephone 
lines).  

This plan/policy will be reviewed biennially by the AHEC IT/Telecom department with 
the date and names of the personnel conducting the review documented in writing to 
ensure that the information is current. 
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X. Plan Development and Maintenance 
Coordination with COOP/BCPs of On-Campus Organizations 
The AHEC COOP is designed and maintained to be compatible with institution-specific 
Continuity of Operations Plans (COOP) and/or Business Continuity Plans (BCP) maintained 
by Community College of Denver, Metropolitan State University of Denver, and University of 
Colorado Denver.  

The framework of AHEC’s continuity response synchronizes with those plans, as well as 
principles and guidance found within the National Incident Management System.  

AHEC EP routinely meets with officials from all agencies/organizations associated with the 
Auraria Campus through planning, exercises, training, and incidents. The collaboration 
between AHEC and other Auraria Campus stakeholders is vital to de-conflict the planned 
response and overall framework of operations used during continuity operations.  

Process of Plan Review and Record of Change 

The AHEC EOP will be reviewed and updated on a biennial basis by AHEC EP. 

Changes to this plan will be documented in the Record of Change section of this plan.  

Recommendations for plan changes will be accepted from any department or organization 
with roles and responsibilities within this plan and reviewed through AHEC EP throughout the 
duration of the year. 

Upon approval of changes to this plan, details of the plan modification will be disseminated to 
appropriate individuals for implementation and reflected in the next scheduled update of the 
AHEC COOP. 

Submitting Plans for Review, Coordination, or Evaluation 

This plan will be submitted for approval and promulgation upon completion of the biennial 
revision and update.  

AHEC EP will coordinate the approval and promulgation process with assistance from campus 
emergency planning governing committees, AHEC General Counsel, and the AHEC EO.  

This plan may be submitted for review or coordination with external public safety agencies at 
the local, regional, state, and federal level of government, as applicable.  

Critical changes (significant changes that affect critical operations or authorities currently in 
place) may be made to the AHEC COOP anytime during the year under the authority of the 
AHEC Emergency Preparedness Manager and the AHEC EO. 

  



 

Continuity of Operations Plan | October 2018  Auraria Higher Education Center (AHEC) 

 

Authorities and References  44 Unclassified 

XI. Authorities and References 
Description of State and Federal Laws  

State Regulations  
• Colorado 8 CCR 1507-40. Continuity of State Government Operations. 
• Colorado 8 CCR 1507-41. Rules and Regulations Concerning Building Security and 

Occupant Protection 
• C.R.S. Title 24, Article 33.5-1609. Continuity of State Government Operations. 
• C.R.S. Title 24, Article 33.5-1610. Compliance with standards. 
• C.R.S. Title 24, Article 37.5-404.5. Institutions of higher education--information security 

plans 
• Executive Order D 011 04, National Incident Management System, December 6, 2004 

Federal Regulations  
• Presidential Policy Directive 40 (PPD-40). National Continuity Policy  
• Federal Continuity Directive 1 (FCD 1). Federal Executive Branch National Continuity 

Program and Requirements 
• The Americans with Disabilities Act of 1990, as amended 2008 (P.L. 110-325).  

References   
• Continuity Guidance Circular 1 (CGC 1), Continuity Guidance for Non-Federal 

Governments (States, Territories, Tribes, and Local Government Jurisdictions), dated 
July 2013. 

• Continuity Guidance Circular 2 (CGC 2), Continuity Guidance for Non-Federal 
Governments: Mission Essential Functions Identification Process (States, Territories, 
Tribes, and Local Government Jurisdictions), dated September 2013. 

• NFPA 1600: Standard on Emergency Management and Business Continuity Programs  
• National Incident Management System (NIMS) 
• National Preparedness Goal 

Glossary 

Terms/Definitions 

Access and Functional Needs  

Those actions, services, accommodations, and programmatic, architectural, and 
communication modifications that a covered entity must undertake or provide to afford 
individuals with disabilities a full and equal opportunity to use and enjoy programs, services, 
activities, goods, facilities, privileges, advantages, and accommodations in the most integrated 
setting. These actions are in light of the exigent circumstances of the emergency and the legal 
obligation to undertake advance planning and prepare to meet the disability-related needs of 
individuals who have disabilities as defined by the Americans with Disabilities Act 
Amendments Act of 2008, P.L. 110-325, and those associated with them.  
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Active Threat  

The U.S. Department of Homeland Security (DHS) defines an active shooter as, “an individual 
actively engaged in killing or attempting to kill people in a confined and populated area.” 
“Active threat” includes active shooter, but more broadly defines the scope of the threat to 
include use of weapons such as cutting weapons, explosives, vehicles for the same purpose.  
All of these have been involved in active threat incidents, both singularly and in combination.  

After-Action Review  

The after action review process is a leadership and knowledge sharing tool that helps 
professionals within AHEC to better understand incidents and important events. Through this 
process, leadership can identify aspects of planning, preparedness, incident response, and 
incident management that may either be highlighted as worth sustaining or noted for 
corrective action.  

Continuity Event 

An event that disrupts, or has the potential to disrupt, the normal and regular performance of 
operations. Continuity events may require the relocation of staff or the devolution of the 
performance of essential functions, among other actions, in order to ensure the continued 
performance of those functions. 

Continuity of Operations (COOP) 

An effort within individual executive departments and agencies to ensure that an 
organization’s Mission Essential Functions (MEF) continue to be performed during a wide 
range of emergencies, including localized acts of nature, accidents and technological or 
attack-related emergencies. 

Coordination  

To advance an analysis and exchange of information systematically among principals who 
have or may have a need to know certain information to carry out specific incident 
management responsibilities.  

Critical Continuity Functions (CCF) 

Critical functions that an organization’s office/department must continue during a continuity 
activation, in order to support said organization’s overarching Mission Essential Functions 
(MEF) 

Devolution 

Devolution requires the transition of roles and responsibilities for performance of Essential 
Functions through pre-authorized delegations of authority and responsibility. The authorities 
are delegated from an organization’s primary operating staff to other employees internal or 
external to the organization in order to sustain Essential Functions for an extended period. 
Devolution is a Continuity option instead of or in conjunction with relocation in order to ensure 
the continued performance of Essential Functions. 
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Disaster  

An occurrence of a natural catastrophe, technological accident, or human-caused event that 
has resulted in severe property damage, deaths, and/or multiple injuries. As used in this 
report, a “large-scale disaster” is one that exceeds the response capability of the Local 
jurisdiction and requires State, and potentially Federal, involvement. As used in the Stafford 
Act, a “major disaster” is “any natural catastrophe [...] or, regardless of cause, any fire, flood, 
or explosion, in any part of the United States, which in the determination of the President 
causes damage of sufficient severity and magnitude to warrant major disaster assistance 
under [the] Act to supplement the efforts and available resources of States, local 
governments, and disaster relief organizations in alleviating the damage, loss, hardship, or 
suffering caused thereby.” (Stafford Act, Sec. 102(2), 42 U.S.C. 5122(2)).  

Emergency  

Any incident, whether natural or manmade, that requires responsive action to protect life or 
property. Under the Robert T. Stafford Disaster Relief and Emergency Assistance Act, an 
emergency “means any occasion or instance for which, in the determination of the President, 
Federal assistance is needed to supplement State and local efforts and capabilities to save 
lives and to protect property and public health and safety, or to lessen or avert the threat of a 
catastrophe in any part of the United States” (Stafford Act, Sec. 102(1), 42 U.S.C. 5122(1)).  

Emergency Management  

A continuous process in which Local, State, Federal, non-governmental organizations, private 
sector agencies, and institutions of higher-education conduct incident management and 
emergency preparedness activities focusing on mitigation, preparedness, response, and 
recovery periods.  

Emergency Operations Center  

The physical location at which the coordination of information and resources to support 
incident management (on-scene operations) activities normally takes place. An EOC may be a 
temporary facility or may be located in a more central or permanently established facility, 
perhaps at a higher level of organization within a jurisdiction. EOCs may be organized by 
major functional disciplines (e.g., fire, law enforcement, medical services), by jurisdiction (e.g., 
Federal, State, regional, tribal, city, county), or by some combination thereof.  

Hazard 

A natural, technological, or human-caused source or cause of harm or difficulty. 

Incident  

An occurrence or event, natural or manmade, which requires a response to protect life or 
property. Incidents can, for example, include major disasters, emergencies, terrorist attacks, 
terrorist threats, civil unrest, wildland and urban fires, floods, hazardous materials spills, 
nuclear accidents, aircraft accidents, earthquakes, hurricanes, tornadoes, tropical storms, 
tsunamis, war-related disasters, public health and medical emergencies, and other 
occurrences requiring an emergency response.  
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Incident Command System  

A standardized on-scene emergency management construct specifically designed to provide 
an integrated organizational structure that reflects the complexity and demands of single or 
multiple incidents, without being hindered by jurisdictional boundaries. ICS is the combination 
of facilities, equipment, personnel, procedures, and communications operating within a 
common organizational structure and designed to aid in the management of resources during 
incidents. It is used for all kinds of emergencies and is applicable to small as well as large and 
complex incidents. ICS is used by various jurisdictions and functional agencies, both public 
and private, to organize field-level incident management operations.  

Mission Essential Functions 

The limited set of organization-level functions that must be continued or resumed quickly after 
a disruption of normal activities. 

Mitigation  

Activities providing a critical foundation in the effort to reduce the loss of life and property from 
natural and/or manmade disasters by avoiding or lessening the impact of a disaster and 
providing value to the public by creating safer communities. Mitigation seeks to fix the cycle of 
disaster damage, reconstruction, and repeated damage. These activities or actions, in most 
cases, will have a long-term sustained effect.  

National Incident Management System 

A set of principles that provides a systematic, proactive approach guiding government 
agencies at all levels, nongovernmental organizations, and the private sector to work 
seamlessly to prevent, protect against, respond to, recover from, and mitigate the effects of 
incidents, regardless of cause, size, location, or complexity, in order to reduce the loss of life 
or property and harm to the environment. 

National Response Framework 

This document establishes a comprehensive, national, all-hazards approach to domestic 
incident response. It serves as a guide to enable responders at all levels of government and 
beyond to provide a unified national response to a disaster. It defines the key principles, roles, 
and structures that organize the way U.S. jurisdictions plan and respond. 

NFPA 1600 Standard  

This standard promulgated by the National Fire Protection Association that provides the 
fundamental criteria to develop, implement, assess, and maintain the program for prevention, 
mitigation, preparedness, response, continuity, and recovery. The standard was developed in 
synchronization with the U.S. Department of Homeland Security, International Association of 
Emergency Managers, and the National Emergency Management Association.  

Operational Period  

The time scheduled for executing a given set of operation actions, as specified in the Incident 
Action Plan. Operational periods can be of various lengths, although usually they last 12 to 24 
hours.  
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Preparedness  

A continuous cycle of planning, organizing, training, equipping, exercising, evaluating, and 
taking corrective action in an effort to ensure effective coordination during incident response. 
Within the National Incident Management System, preparedness focuses on the following 
elements: planning; procedures and protocols; training and exercises; personnel qualification 
and certification; and equipment certification. 

Reconstitution 

The process by which surviving and/or replacement organization personnel resume normal 
organization operations from the original or replacement primary operating facility. 

Recovery  

The development, coordination, and execution of service- and site-restoration plans; the 
reconstitution of government operations and services; individual, private-sector, 
nongovernmental, and public assistance programs to provide housing and to promote 
restoration; long-term care and treatment of affected persons; additional measures for social, 
political, environmental, and economic restoration; evaluation of the incident to identify 
lessons learned; post-incident reporting; and development of initiatives to mitigate the effects 
of future incidents.  

Resources  

Personnel and major items of equipment, supplies, and facilities available or potentially 
available for assignment to incident operations and for which status is maintained. Resources 
are described by kind and type and may be used in operational support or supervisory 
capacities at an incident or at an Emergency Operations Center.  

Resource Management  

A system for identifying available resources at all jurisdictional levels to enable timely, 
efficient, and unimpeded access to resources needed to prepare for, respond to, or recover 
from an incident. Resource management under the National Incident Management System 
includes mutual aid agreements and assistance agreements; the use of special Federal, 
State, tribal, and local teams; and resource mobilization protocols.  

Response  

Immediate actions to save and sustain lives, protect property and the environment, and meet 
basic human needs. Response also includes the execution of plans and actions to support 
short-term recovery. 

Risk Assessment 

A product or process that collects information and assigns values to risks for the purpose of 
informing priorities, developing or comparing courses of action, and informing decision 
making. 

(SITREP) Situation Report  
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Confirmed or verified information regarding the specific details relating to an incident.  

(SOP/SOG) Standard Operating Procedures/Guidelines  

A reference document or operations manual that provides the purpose, authorities, duration, 
and details for the preferred method of performing a single function or a number of interrelated 
functions in a uniform manner. 

Terrorism 

Activity that involves an act that is dangerous to human life or potentially destructive of critical 
infrastructure or key resources; is a violation of the criminal laws of the United States or of any 
state or other subdivision of the United States; and appears to be intended to intimidate or 
coerce a civilian population, to influence the policy of a government by intimidation or 
coercion, or to affect the conduct of a government by mass destruction, assassination, or 
kidnapping. 

(UC) Unified Command  

An Incident Command System application used when more than one agency has incident 
jurisdiction or when incidents cross political jurisdictions. Agencies work together through the 
designated members of the UC, often the senior persons from agencies and/or disciplines 
participating in the UC, to establish a common set of objectives and strategies and a single 
Incident Action Plan. 
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Acronyms 
AAR After-Action Report 
ACPD Auraria Campus Police Department 
AEC Auraria Executives Council  
AHEC Auraria Higher Education Center 
BCP Business Continuity Plan 
C-SEAP Colorado State Employees Assistance Program  
CCCS Colorado Community College System 
CCD Community College of Denver 
CCF Critical Continuity Functions  
CCR Code of Colorado Regulations 
CEO Chief Executive Officer 
CFO Chief Financial Officer 
CGC Continuity Guidance Circular 
COG Continuity of Government  
COO Chief Operations Officer 
COOP Continuity of Operations Plan 
C.R.S. Colorado Revised Statutes 
CU Denver University of Colorado Denver 
DHS U.S. Department of Homeland Security 
DOT Colorado Department of Transportation 
DPS Colorado Department of Public Safety 
DTRS Colorado Statewide Digital Trunked Radio System 
EHLS Environmental Health and Life Safety 
EO AHEC Executive Office  
EOC Emergency Operations Center 
EOP Emergency Operations Plan 
EP Emergency Preparedness (also represents the Office of Emergency 

Preparedness) 
FCD Federal Continuity Directive 
FEMA Federal Emergency Management Agency 
FOUO For Official Use Only 
IAP Incident Action Plan 
IC Incident Command 
ICS Incident Command System 
IP Improvement Plan  
IT Information Technology  
MCP Mission Critical Personnel 
MEF Mission Essential Functions 
MOA/MOU Memorandum of Agreement/Understanding  
MSP Mission Support Personnel  
MSU Denver Metropolitan State University of Denver 
NFPA National Fire Protection Association 
NGO Non-Government Organization 
NIMS National Incident Management System 
NOAA/NWS National Oceanic and Atmospheric Administration / National Weather Service 
NRF National Response Framework 
PIO Public Information Officer 
POC Point of Contact 
PPD Presidential Policy Directive 
RTO Recovery Time Objective 
THIRA Threat Hazard Identification and Risk Assessment 
UC Unified Command 
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